TNS Secure SSL Gateway

Secure, cost-effective payment solutions for IP transactions

Secure SSL Gateway is a PCl DSS compliant

paymem.: dellvery solution for IP_base.d Highly redundant and available - Multiple, diverse
transactions. It is a payment transaction only gateways with high capacity interconnectivity
g _hi g ol provide redundant availability and dynamic
SsL Y Offerlng ultra hlgh avallablllty’ alternate routing capabilities. We provide a
redundant access points, 24x7x365 support 24x7x365 service that is available to your business
and a seamless migration path for acquirers even in the face of Internet service degradation and
X malicious hacking/service disruption attempts.
and ISOs to ensure IP transactions are securely _ .
. . . . PCI compliance - The TNS Secure SSL Gateway is
and rellably delivered to their processing hosts. configured to meet global standards. Our purpose-

built gateway and payment industry expertise
provide the capability for higher levels of security

Features specific to IP-based payments.

- Dedicated SSL gateway - unlike other solutions, TNS' SSL Help desk support - TNS network professionals
Gateway was uniquely designed for secure delivery of payment are available 24x7x365. With nearly 20 years of
transactions, not general Internet traffic experience in the payments industry, you can rely

on TNS to provide you with the highest possible

* Protocol and message conversion - provides optional IP to X.25
levels of support.

conversion, as well as other protocol conversion; eliminating the

need to make changes to your processing host Flexibility - TNS understands that each client has

- Online management reporting and configuration portal - specific network and security requirements. Our
near real-time reporting and customer configuration management experienced engineers will work with your internal
of SSL traffic provides you with visibility into your transactions network team to provide rapid, seamless integration

. . . that meets your business requirements.
* Host isolation - our managed service and secure network

physically isolate your host from DDoS attacks, attempted TNS Online - Increased visibility allows you
hacking, malicious connectivity and fraudulent terminal activity enhanced control of your payment operations. TNS
Online provides you with a single management
information source in near real-time across both SSL
and dial based transactions.

- Optional services - customized capabilities such as DDoS
Protection, Terminal White/Black listing, Pre-shared Key

Authentication and X.509 Client Authentication \ J
can be delivered based on your requirements

One Connection - A World of Opportunities
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Simple solution, powerful benefits

Effectively manage your exposure to IP payment security risks while lowering your overall costs

IP transactions are faster, less expensive and provide additional processing options. However, they open your host platform up to
hacking, rogue terminals, denial of service attacks and other security issues. These potential threats must be closely managed to
prevent potential financial loss and damage to your organization’s reputation. TNS' Secure SSL Gateway provides a cost-effective, fully
managed, security solution that protects your organization from these increasingly common threats at a lower cost than developing,
testing and maintaining a comparable in-house solution.
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TNS Online
Packet filtering, transaction \ Customer Portal
validation, intrusion detection
000 Mutual Authentication, DDoS
mitigation, PCI DSS approved
Evolving solution to meet PCI DSS and card scheme standards, Managed by payment industry experts
local mutual authentication and certificate policies We have established expert support and development
A dedicated team of payment security experts continually focus on the teams that constantly strive to provide 100% network
evolving industry requirements and security changes related to payments. availability. It is our objective to provide you with
We analyze and assess these issues every day to determine the most world class support for mission critical areas of your
effective way to address them so you don't have to spend your valuable business. Few, if any, can match our level of support
time dealing with them. and expertise.
About Us

_ , ) ) _ Contact TNS at 866-523-0661 to learn how you
Transaction Network Services (TNS) is a leading provider of can secure your IP transactions from the point

fast, reliable and secure transaction-oriented services for the fsale to i t host . t
world's leading retailers, banks/processors, telecommunications PN A A e AT e

companies and the financial markets. We combine innovation, email possolutions@tnsi.com or visit www.tnsi.com
advanced technology, experience and expertise to offer

complete end-to-end solutions, allowing merchants of all types

to maximize their communications investment and increase

efficiency while reducing overhead and cost.

Our PCI DSS certified global backbone
. secifll . network handles billions of transactions
standards Council— @ach year from ATMs and POS devices

PARTICIPATING ORGANIZATION around the world.
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